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Upcoming Section Events
Dec 12, 2012 — Trivia Night with host Frank McCormack
Jan 7, 2013 — Overview of Grounding and Noise Reduction
for Control Equipment (TI21C) - Taught by Bob Heider
Feb 6, 2013—”What happened at BP Texas City?” Presented by Paul Gruhn

Wed, Nov 7, 2012

Meeting Location

Program Meeting

Andre’s
(back room)

Cybersecurity

4254 Telegraph Rd.
St. Louis, MO 63129

Presented by:
Jerome Farquharson
CISSP, CRISC
Burns & McDonnell

See map on Page 2

See additional information on
Page 2

4:00-5:00 pm: Board Meeting
5:00-6:00 pm: Doors Open/Networking
6:00-7:00 pm: Dinner/Cybersecurity
Presentation/Q&A
RSVP at www.isastl.org There is no
charge to attend the presentation. Dinner
costs are:
Members $20 / Students $5
Non-Members $25

No RSVP, add $5 at the door.

RSVP & Pay at www.isastl.org

Cybersecurity in the Power Industry
Jerome Farquharson CISSP, CRISC

Jerome Farquharson CISSP,CRISC
Burns & McDonnell, St. Louis

When speaking with Jerome back in October about what we could expect at our November meeting, we learned a lot of
suprising details about Cybersecurity—the culprit is usually a disgruntled employee! Oh, and always shred your hotel key
cards—you would be amazed at what information is on them. We’ll look forward to seeing you in November back at our
old stomping grounds at Andre’s in South County.
Mr. Farquharson is a Certified Information System Security Professional and Project Management Professional. He is also
an experienced Security Network Engineer with 20 years IT experience that includes experience in Network Design Implementation, Support and Troubleshooting of CISCO Routers, Switches, Firewalls, VPN Devices, Intrusion Detection Systems and network management systems. An innovative, solutions-driven Network Management and Security Specialist
with well over 10 years directing the planning, design, deployment and integration of secure high-availability network infrastructure, connectivity and Web services architecture for leading Fortune 500 companies in system and network administration and engineering, hardware evaluation, project management, systems and network security, incident analysis and
recovery. He is actively involved with the North American Electric Reliability Council subcommittees, Smart Grid Interoperability Panel and regional Information Systems Audit and Control Associations. His initiatives have helped define security, regulatory compliance and utility technology solutions for critical infrastructure organizations such as electric utilities,
government facilities and process industries.
Mr. Farquharson, who is currently the Global Practice Manager of the Compliance and Critical Infrastructure Group, has
spent the past seven years as a policy and procedural development specialist for both medium and large sized utility environments. He has presented educational papers at numerous industry conferences and forums to address transmission
and generation operational compliance issues. He has performed numerous compliance audits for large investor owned
utilities to determine the level of regulatory exposure and define mitigation strategies to minimize penalty. Additionally,
other activities included auditing and gap analysis of existing policies / procedures, recommendations for upgrades, and
overall development by balancing business drivers with best security practices and current government regulations particularly the NERC Reliability and CIP standards. His experience has lead him to perform both cyber and physical risk
assessments to assist utilities in determining the prioritization of security, disaster recovery and technology development
opportunities. He also recommends preventive, mitigating,
and compensating controls to ensure the appropriate level of
protection and adherence to the goals of an overall information security strategy.
His previous experience includes developing and managing
HIPAA and IT policies. He currently has a Bachelors and
Masters of Computer Science from Clark Atlanta University.
His certifications include Certified Information Systems Se-

curity Professional (CISSP) and Certified Risk and Information System Control.

Meeting Location:
4254 Telegraph Rd.
St. Louis, MO 63129

R E G I S T E R TO DAY F O R :

Overview of Grounding and Noise
Reduction for Control Equipment
(TI21C)

This one-day course provides an explanation of grounding, both from
an electrical systems relationship and from an instrument loops relationship. The purpose of grounding and electrical systems, grounding
for safety, signal noise, signal wiring systems, and methods used to
O VE R VI E W OF G R OU N D I N G
AN D N OI S E R E D U C TI ON F OR
C ON TR O L E QU I P ME N T ( T I2 1 C )

Group Discount: $495.00
Affiliate Member: $565.00
ISA Member: $495.00
Community Member/List: $630.00

reduce noise will be covered.
When: 7 January 2013
Where: Washington University School of Engineering, St. Louis, MO
Register or Learn More = www.isa.org/2013/TI21C/SL
The early bird discount of 5% off registration ends 10 December
2012. The promo code for receiving the discount is TI21C13SL.

President’s Message November 2012
Greetings!
I hope everyone has been enjoying the programs so far this year. We have listened to many suggestions from fellow members, and are doing our best intertwine plant visits along with educational programs. As for me, I am a very visual learner and it is great to see many of the topics we hear about in
our educational programs put to use in the field. A big thanks goes out to James “Otto” Ottolini for letting us tour Schlafly’s Bottleworks last month. I hope you found the tour to be refreshing!
As we move rapidly through fall, the action does not stop for our section. This month we are pleased
to have Jerome Farquharson from Burns & MacDonnell educate us on Cybersecurity, a topic that has
become increasingly more important over the past several decades as we continue to interface more
machines with computers. I hope you all can join us for what promises to be a very interesting program.
This December we are going to try something a little different and hopefully a lot of fun – trivia! Frank
McCormack from Epic Systems has agreed to help us with this program, and from what I understand
Frank loves his trivia so we are in for a treat!
Don’t forget, this is your Section. So, if you have any ideas for programs in the future, please let us
know. Also, if you have a co-worker, a friend, a family member, etc. that is interested in any of our programs we encourage them to come join us for an event to see what ISA is all about.
Cheers!
Cory Kniepp

Like us on Facebook...
http://www.facebook.com/IsaStLouisSection

Dec 12, 2012 Program
Trivia Night @ Andre’s
Hosted by our own Frank McCormack
Profits to be donated to:
50% - FIRST St. Louis Region (http://www.stlouisfirst.org/)
50% - ISA St. Louis Section Scholarship Fund
Frank is out to challenge you and reigning Section Trivia Champions from
Frank prepares for heartburn
2004, Steve Huffman and Jeff Blair to questions like these:
- A moon rock from the Apollo 17 mission was lost for many years and
recently turned up. Who had this valuable piece?
- What was the product that Netflix tried to spin off but decided not to after much criticism?
- Name the hurricane from 2011 that caused much havoc on the east coast from Cape Lookout North Carolina and
continuing north.

Jan 7, 2013 Program
ISA Training Sponsored by the ISA St. Louis Section:
Overview of Grounding and Noise Reduction for Control Equipment (TI21C)
taught by St. Louisian and ISA Fellow/Monsanto Fellow Bob Heider
Where: Washington University School of Engineering, St. Louis, MO,
This one-day course provides an explanation of grounding, both from an electrical systems relationship and from
an instrument loops relationship. The purpose of grounding and electrical systems, grounding for safety, signal
noise, signal wiring systems, and methods used to reduce noise will be covered.
Register or Learn More = www.isa.org/2013/TI21C/SL
5% off registration ends 10 December 2012. The promo code for receiving the discount is TI21C13SL

Feb 6, 2013 Program
“What Happened at BP Texas City?” @ Andre’s
Presented by Paul Gruhn
ISA Fellow, member of the ISA84 committee, co-author of the ISA textbook Safety Instrumented
Systems: Design, Analysis and Justification, Paul Gruhn will host a safety oriented discussion revolving around the
2005 refinery mishap. BP Texas City experienced an explosion during a unit startup on March 23, 2005. 15 people
were killed and 180 injured. The resulting OSHA fines totaled USD $21 million, the largest amount issued in
OSHA’s 35 year history. The total loss to BP so far has exceeded USD $1.5 billion. Proposed regulation changes
are expected as a result of this accident. This presentation will review the accident and the factors that led to it;
including instrument malfunctions, as well as maintenance, procedural and management errors.
Answers to trivia: Bill Clinton, Quikster, Irene

Hackers Turn to Social Engineering to Carry Out
Cyberattacks
Hackers using tactics known as
social engineering to target cyberattacks at specific individuals
have become increasingly successful at gaining access to energy infrastructure, the Washington Post reported today. The
hackers used personal information disclosed on social media or
elsewhere online to craft emails often tailored for
individual company
executives in the
hopes of gaining access to networks.
A confidential Homeland Security alert issued on
May 15 stated of one set of attacks: "Multiple natural gas
pipeline sector organizations
have reported either attempted
or successful network intrusions

related to" one cyberattack
campaign. The alert warned:
"The number of persons targeted appears to be tightly focused. In addition, the e-mail
messages have been convincingly crafted to appear as
though they were sent from a
trusted member internal to the
organization." The attacks
reached grid cybersecurity group EnergySec in July, and an
investigation has
found that a Chinese hacking group
was likely responsible.
Security experts said one
method used by the hackers has
been to take over websites by
installing code for invading a

network, and then attempting
to convince the individual user
to visit a site and unknowingly
download the code. Symantec
researchers said sites popular in
the energy sector have been
used in this way. A report from
Symantec stated: "This is the
next evolution of social engineering, where victims are researched in advance and specifically targeted. The very nature
of social networks makes users
feel that they are amongst
friends and perhaps not at risk.
Unfortunately, it's exactly the
opposite and attackers are turning to these sites to target new
victims."
Submitted by Jerome Farquharson
CISSP, CRISC
Source article is Washington Post,
Sept. 27.

Are you taking advantage of ISA’s free web seminars?
Don’t forget - as a Member of ISA, you have free, unlimited access to a library of more than 40 online, pre-recorded
web seminars—valued at $225 each. It’s just one of the many benefits you receive as a Member of ISA. We all
know how important it is to have the most up-to-date information available—that’s how we stay effective and competitive in today’s market. ISA provides you with opportunities to learn more every day, and so many of these opportunities are FREE!
ISA’s web seminars cover the hottest topics and are led by leading experts in the field.
You can choose seminars from these communities: Batch Manufacturing, Maintenance and Operations, Manufacturing Automation, Networks, Process Automation and Control, Productivity, Management, and Marketing,
Safety, Security, Sensors, Systems Integration and more
You can choose from these series of seminars: CSE PE Exam Review , Industrial Ethernet , Industrial Network
Security, Safety Instrumented Systems, Technical Sales Series
ISA pre-recorded seminars are a great way to improve your knowledge and technical skills at a time and place that
are convenient for you.
Take advantage of this vast resource of knowledge and keep up-to-date on the latest industry practices, developments, and philosophies. It’s one of your FREE benefits as an ISA Member! To access your free seminars, visit
www.isa.org/webseminars

Advertise in the Loop

Reach out to a select audience of Automation professionals in the St. Louis
area by advertising in the St. Louis ISA Loop newsletter. Advertisers also
get their information posted on the Section Website. Postings of advertising
material are published in one issue of the Loop and posted concurrently on
the website for one month.
Rates are as follows:
 1/8 Page (Business Card)
 1/4 Page (3.75” W x 5” H)
 1/2 Page (7.5” W x 5” H)
 Full Page (7.5”W x 10” H)

$25
$40
$70
$120

Deadline for Submittal is the 15th of each month, or next normal business day if the 15th
falls on a weekend. Payment must be received prior to advertisement being publish. Payments may be made online at www.isastl.org Submit artwork via e-mail to newsletter@isastl.org
Completed artwork needs to be in PDF or JPEG format. Orientation of artwork must match the
above dimesnions for width/height. Artwork may be slightly adjusted to fit the required space,
however we will not rotate, make edits, or adjustments in size by more than 20% (larger or
smaller).

Volunteer Participants and Moderators Wanted—
April 2013—Instrumentation Roundtable
Topics Include: Online Instrumentation Configurators, Temperature Technology
Contact: Programming@isastl.org to volunteer

Professional Development Credits
Those who attended the following event are eligible for 1 Professional
Development Hour.
Attendees for October 3, 2012 meeting program by James Ottolini
of Schlafly on Brewery Automation Overview and Tour:
Nick Erickson, Brian Nixon, Mark DeYoung, Linda Hess, Mike Tjemmes, Steve
Pflantz, Dennis Barrow, Mike Unterreiner, Kenton Brown, Bob Bokel, Chip Westaby
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Smart Grid Cyber Security and Substation
Network Security
J. Farquharson, A. Wang, J. Howard

Abstract—

A successful Smart Grid system requires purpose-built
security architecture which is explicitly designed to protect
customer data confidentiality. In addition to the investment on
electric power infrastructure for protecting the privacy of
Smart Grid-related data, entities need to actively participate in
the NIST interoperability framework process; establish
policies and oversight structure for the enforcement of cyber
security controls of the data through adoption of security best
practices, personnel training, cyber vulnerability assessments,
and consumer privacy audits.
Index Terms—

Advanced Metering Infrastructure (AMI)
Advanced Security Acceleration Project for the Smart Grid
(ASP-SG)
Automated Data Exchange (ADE)
Consumer Privacy
Data Minimization
Data Security
Demand Response and Smart Grid Coalition (DRSG)
Home Area Network (HAN)
IP Security (IPSec)
ZigBee Smart Energy
I. INTRODUCTION

A

recent report from Pike Research, "Smart Grid Cyber
Security” has found if smart grids can realize their full
potential, consumers, utilities, nations, and even the earth
itself will benefit. As with nearly any new technology, the
industry focus has been on getting smart grids up and running,
often with little consideration for cyber security issues.
However, the report found that investment in securing the grid
from malicious attacks, natural disasters, and other accidents
is picking up pace. The cleantech market intelligence firm
expects that smart grid cyber security spending will increase
62% between 2010 and 2011, and by 2015 the annual
worldwide market spending in this critical sector will reach
$1.3 billion.1

1

Report on Smart Grid Cyber Security, May 2011, Paul Budde, Managing
Director of Paul Budde Communication,
http://www.circleid.com/posts/20110503_report_on_smart_grid_cyber_securit
y/

Additionally, steps to transform the nation’s aging electric
power grid into an advanced decentralized, digital
infrastructure with two-way capabilities for communicating
information, controlling equipment, and distributing energy
will take place over many years. In concert with these
developments and the underpinning public and private
investments, key enabling activities also must be
accomplished. Primary among them is devising effective
strategies for securing the computing and communication
networks that will be central to the performance and
availability of the envisioned electric power infrastructure and
for protecting the privacy of Smart Grid-related data. While
integrating information technologies is essential to building
the Smart Grid and realizing its benefits, the same networked
technologies add complexity and also introduce new
interdependencies and vulnerabilities. Approaches to secure
these technologies and to protect privacy must be designed
and implemented early in the transition to the Smart Grid.2
The first step is to adopt appropriate privacy policies defining
what data may be collected and their permissible uses,
disclosing those practices clearly and conspicuously, and
obtaining consents where required. Since Smart Grid data
differ qualitatively from what utilities collected in the past,
they will likely need new and stronger privacy and security
policies. Consumers are interested primarily in controlling
what information is collected, who has access to it, and how it
may be used. These interests are often described in fair
information privacy practices or core principles, such as the
OECD’s Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data.
Once a utility establishes the permissible uses of Smart Grid
data, it is in its interest to assure that unauthorized uses do not
occur. The Security Profile for Wide-Area Monitoring,
Protection, and Control (WAMPAC) prepared by The
Advanced Security Acceleration Project3 for the Smart Grid
(ASAP-SG) defines a reference architecture, a set of use cases
to define system functionality, and a set of security controls
for systems and components that implement the use cases,
leveraging synchrophasor technology. Every utility will want
to avoid regulatory sanctions for violating express or implied
2
Introduction to NISTR 7628 Guidelines for Smart Grid Cyber Security: The
Smart Grid Interoperability Panel Cyber Security Working group, September
2010.
3
Security Profile for Wide-Area Monitoring, Protection, and Control.
Prepared for: The UCAlug SG Security Working Group; Prepared by: The
Advanced Security Acceleration Project for the Smart Grid (ASP-SG);
Managed by: EnerNex Corporation, Version 0.08, May 16, 2011.

2

privacy policies as well as damages claims based on
compromised customer data or facilities. Thus the utility’s
second step is to establish systems for enforcement of sound
cyber security controls of the data through adoption of security
practices, training, cyber vulnerability assessments, and
consumer privacy audits.
As P. A. Subrahmanyam, et al., recognized early, in Network
Security Architecture for Demand Response/Sensor Networks,
the Smart Grid architecture will determine the points of
security vulnerability. Wireless sensor networks, for example,
are subject to the general security problems of computer
networks, ordinary wireless networks, and ad-hoc networks.
The limited resources of common sensor nodes – slow CPUs
and small memories – hinder the use of cryptography
defenses. Packet jamming and insertion may occur over any
network or link layer in the communication infrastructure.
Adversaries may use simulated nodes, out-of-band channels,
and modified or self-generated data to facilitate sinkhole
attacks, acknowledgement spoofing, rushing attacks, HELLO
floods, or blended attacks. These may result in denial of
service to customers or utilities (e.g., access to billing
information or energy usage), payment avoidance, system
overload, reduced quality of service, and violation of power
control protocols. Attacks may come from inside the network
via disgruntled, negligent or untrained employees or an
outsider’s access to a compromised node or IP server. Indeed,
Smart Grid security weaknesses could enable penetration of
presently secure systems. As LeMay, et al. has shown in
Unified Architecture for Large-Scale Attested Metering, robust
security is achievable, and imperative.
The upshot is that customer interest in having effective
security to protect privacy interests converges with the
utility’s need to protect its economic interests in the data and
to secure its systems against malicious attacks. By recognizing
that utility and consumer have convergent interests, the
tension between Smart Grid implementation and privacy
interests fades.
Legal Considerations
Privacy and security laws vary widely from place to place. In
the European Union, for example, the Privacy Directive 95/46
EC establishes a presumption that personally identifiable
information belongs to the data subject. Such information may
be processed only for specified, legitimate, and limited
purposes where there is either valid consent from the data
subject or a legitimate need of the data processor that
outweighs the data subject’s general privacy interests. This
general privacy right will extend to personally identifiable
Smart Grid data. In the United States, privacy and security
rules arise out of a large number of federal and state laws
regarding the processing of particular types of data or
economic sectors, disposition of business records, utility
tariffs, etc., but there is no general right of privacy in the
European sense.
Which laws and regulations apply depends upon the system
architecture. For example, if a utility collects and transmits
Smart Grid data via BPL and also offers consumers internet

access, the utility may be subject to rules governing
telecommunications service providers. If a utility sends Smart
Grid data to a billing firm in different state, federal laws
applicable to interstate commerce or the receiving state’s
privacy laws may apply. If a utility sends personally
identifiable information concerning EU residents to an
outsourcer on another continent, the EU Privacy Directive
limits on transborder data flows will apply. If personally
identifiable data may have been compromised, breach
notification laws may require the utility to send notices to data
subjects in certain jurisdictions. Failure to adopt, discloses, or
adheres to suitable privacy and security practices may result in
U.S. Federal Trade Commission enforcement action against
“unfair and deceptive trade practices.”
Utilities will need to consult legal counsel to determine how a
contemplated Smart Grid design may implicate various laws
and whether the ramifications are acceptable. It is important to
do this at the design stage, because it is always more
expensive to revise systems after initial deployment.4
Data Minimization
California (CA) Public Utilities Code Section 6354(e) –
Energy utilities must report to municipalities the names and
addresses of customers who transport gas or electricity, for
purposes of enforcing taxes and fees. Municipalities shall not
disclose such customer information to third parties.
Use Limitation
CA Public Utilities Code Section 583 –Prohibits disclosure of
confidential information provided by California Public Utility
Commission (CPUC)-jurisdictional public utilities to the
CPUC unless ordered released by the CPUC. CPUC Decision
No 97-12-088, 77 CPUC 2d 422 (1997), and D.06-12-029 –
Adopting affiliate transaction rules, including prohibiting the
disclosure of customer information to affiliates or nonaffiliates without prior affirmative customer written consent
(Affiliate Rule IV.A.)
Data Security
The City of Burbank Water and Power (BWP) Smart Grid
Program on the entity’s web-page pledges to consumers that
“Protecting your privacy and ensuring the security of your
account information remain our highest priorities. Absolutely
no personal information is transmitted as part of the meter
reading process and BWP will NEVER share your personal
information with an unaffiliated third party or without your
permission.”5
Smart grid deployments are very data intensive. From one
way meter reads to demand response to real time pricing
applications, the data exchange between utility billing and
operations and the networked endpoints require properly
engineered and secure data pipes. To enable the multiple
4
Data Privacy and Security Issues for Advanced Metering Systems, July
1, 2008, Mark F. Foley.
5
City of Burbank Water and Power (BWP) Smart Grid Program
http://www.burbankwaterandpower.com/environment/smartgrid
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services and support various applications, substations are
utilized as an anchor for data transport. Mainly due to the
substation already having or a plan exists to have high
bandwidth transport services, a connection to network
management systems (NMS), and SCADA observation by
control centers via energy management systems (EMS).
These are normally critical facilities, large distribution or
transmission substations, requiring a constant stream of data to
monitor and operate the station remotely.
The data collected from the distributed, networked Smart Grid
elements (meters, distributed generation, cap banks, etc.) is
relayed via strategically placed collector elements in the
utilities territory. A collector is also located at the substation
to collect data from nearby elements or serve as the last hop
before being inserted into the substations local area network
(LAN).
Substation Network Security
Once on the substations LAN, a complete separation of Smart
Grid traffic from substation operational information is
essential. This is to ensure data integrity and protect any
potential individuals account or other sensitive information
from being accessible to individuals that have access to
operational data. At a minimum, two data segregation and
isolation technologies should be utilized. The technologies
considered and available in modern local area network
equipment should be standards based and are not to be vendor
specific as they could possibly limit applications supported or
need to be completely replaced in the future.
Virtual Local Area Networks (VLANs) are used to maintain
the logical separation of data between applications utilizing
the same transport hardware. Non operational data and multisubstation traffic such as Voice over IP (VoIP) or inter- and
intra-net communications, will utilize VLANs to simplify the
physical infrastructure at each station. By sharing the physical
infrastructure, traffic must be managed and prioritized so that
the data transmitted efficiently uses the available bandwidth.
Operational data, such as Generic Object Oriented Substation
Events (GOOSE) and MMS messages on an IEC61850
network, should be separated physically as this data exchange
is critical.
The wide area network (WAN) transport interface at the
substation may utilize either native (such as MPLS or gigabit
Ethernet) or encapsulated IP (such as SONET). The type of
WAN transport equipment to use is based on what existing
systems are in place and the business case or operational need
to acquire systems that may support other applications in the
future. Again, the hardware must maintain traffic segregation
giving priority to SCADA and other energy delivery and
operational metering systems.
Native IP has the advantages of being an IP network from
Smart Grid End device on one end, to the business operations
system on the other. This enables one NMS to monitor and
manage the network from end to end for non-critical data
applications.

IP Security (IPSec) allows the transmitted data IPSec/VPN
tunnels. Encapsulated IP has the advantage of being a known
technology that can support high bandwidth applications while
still support line protection schemes.
ZigBee Alliance
The ZigBee Alliance announced on July 20, 2011 that an
update to the ZigBee Smart Energy Version 1 Advanced
Metering Infrastructure (AMI) standard is now available for
product development and public download. ZigBee Smart
Energy version 1.1 adds several features, including dynamicpricing enhancements, tunneling of other protocols,
prepayment features, over-the-air updates and backwards
compatibility with certified ZigBee Smart Energy products
version 1.0. The Smart Grid Maturity Model (SGMM) User
Community requests vendors to take ZigBee Security
seriously.
Energy Independence and Security Act of 2007
The National Institute of Standards and Technology (NIST)
identified five groups of smart grid standards to Federal
Energy Regulatory Commission (FERC) under Section 1305
of the Energy Independence and Security Act of 2007 (EISA)
for consideration, which requires FERC to adopt in a formal
rulemaking proceeding standards and protocols necessary to
ensure smart grid functionality and interoperability in
interstate transmission of electric power, and regional and
wholesale electricity markets.
These suites of foundational smart grid standards would:
provide a Common Information Model necessary for
exchanges of data between devices and networks, primarily in
the transmission (IEC 61970) and distribution (IEC 61968)
domains (the IEC numbers reference two related groups of
standards); facilitate substation automation, communication
and interoperability through a common data format (IEC
61850); facilitate exchanges of information between control
centers (IEC 60870-6); and address the cyber security of the
communication protocols defined by the preceding IEC
standards (IEC 62351).
On July 19, 2011, FERC decided not to institute a rulemaking
proceeding with respect to the five groups of standards at this
time. The Commission notes that EISA identifies system
security, including cyber security, as both a smart grid
characteristic and function and recognizes the work NIST has
done to provide guidance to industry on this issue. The
Commission encourages stakeholders concerned with smart
grid cyber security to actively participate in the NIST
interoperability framework process, including the SGIP Cyber
Security Working Group.6 The ASAP-SG produced a
Department of Energy sponsored public/private work group,
produced AMI and Automated Data Exchange (ADE) security
profiles that are good examples of system and architecture
requirements developed to protect customer privacy that
should be followed in designing related solutions and systems.
6

FERC Docket No. RM11-2-000,
http://www.ferc.gov/EventCalendar/Files/20110719143912-RM11-2-000.pdf
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Additionally, the Smart Energy Version 2.0 includes security
architecture explicitly designed to protect customer data
confidentiality; control of plug-in electric vehicle (PEV)
charging, installation, configuration and firmware download
for Home Area Network (HAN) devices, prepay services, user
information and messaging, load control, demand response
and common information and application profile interfaces for
wired and wireless HANs.7
Demand Response and Smart Grid Coalition
The Demand Response and Smart Grid Coalition (DRSG) is
the trade association for companies that provide products and
services in the areas of demand response and smart grid.
DRSG links its efforts with the ZigBee Alliance to support the
Smart Grid and works to educate and provide information to
policymakers, utilities, the media, the financial community
and various stakeholders on how demand response and smart
grid technologies and practices can help modernize and
optimize electricity systems and how customers can use new
information and control options for managing their electricity
use.
Regulatory Uncertainties in the United States
Several major bills addressing cyber security have been
introduced since 2010.
In The White House Fact Sheet: Cybersecurity Legislative
Proposal, released on May 12, 2011, the Obama
Administration enlists Department of Homeland Security
(DHS) to cooperate with energy companies, water suppliers,
and financial institutions to grade the most serious threats and
find ways to resolve them; toughen computer breach penalties,
although it would not seek authority for strict top-down rules
requiring companies to build specific impediments to
computer intrusions. Instead, the proposal relies on incentives
for private industry to voluntarily fortify computer security
and have those standards reviewed by DHS.
In a Staff Discussion Draft from the US Senate Energy &
Natural Resources Committee, pertaining to Cyber Security of
the Bulk Power System, dated May 4, 2011: “If the
Commission determines the interim final rule must be issued
immediately to protect critical electric infrastructure from a
cyber security vulnerability, the Commission may—‘‘(i) issue
the interim final rule without prior notice or hearing; or ‘‘(ii)
make the interim final rule immediately effective or effective
with less than 30 days notice.”
On July 13, 2011, Senator John McCain calls for a special
cyber security panel to produce comprehensive legislature on
cyber security. The Senator wrote that cybersecurity
legislation “has been drafted by at least three committees and
at least seven committees claim some jurisdiction over the
issue.” He also noted that the White House and the Energy,
7
Zigbee Smart Energy version 2.0,
http://www.zigbee.org/Standards/ZigBeeSmartEnergy/Version20Documents.a
spx

Commerce and Defense departments have all put forward
separate initiatives on the subject. “With so many agencies
and the White House moving forward with cyber security
proposals, we must provide congressional leadership on this
pressing issue of national security,” McCain wrote, adding
that the best solution would be to have top Republicans and
Democrats “step away from preserving their own committees’
jurisdiction.” Jurisdictional battles in the United States
Congress are a major hindrance of advancing Smart Grid
cyber security.
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Biographies

Jerome Farquharson, CISSP, is the Leader of Burns
& McDonnell’s Saint Louis security practice. He leads with a multidisciplined background of cyber and physical security, information systems
and business advisory consulting. Mr. Farquharson is an experienced Security
Network Engineer with 17 years IT experience that includes experience in
Network Design Implementation, Support and Troubleshooting of CISCO
Routers, Switches, Firewalls, VPN Devices, Intrusion Detection Systems and
network management systems. An innovative, solutions-driven Network
Management and Security Specialist with well over 10 years directing the
planning, design, deployment and integration of secure high-availability
network infrastructure, connectivity and Web services architecture for leading
Fortune 500 companies in system and network administration and
engineering, hardware evaluation, project management, systems and network
security, incident analysis and recovery.

Jarad Howard,, is an Electrical Engineer specializing in
telecommunications, Smart Grid technologies, NERC/CIP cyber security,
local and wide-area networking, and network management systems. His
background includes the planning, design, engineering, commissioning and
deployment of various information technologies for in both the electric utility
and telecommunications carrier market sectors. He has spoken at seminars
and symposiums on Smart Grid/AMI and cyber security topics. He has
experience with commonly deployed relays and their measurement, data
recording and event correlation capabilities.

Anna Wang is a member of IEEE Power & Energy
Society, Women in Engineering, and Reliability Society. She is recognized by
the National Association of Professional Women as the 2011/2012 Woman of
the Year for demonstrating excellence and dedication within her profession.
Ms. Wang is a Cyber Security and NERC Compliance Consultant at Burns
& McDonnell. She has nine years of electrical utility experience, including
regulatory compliance, critical infrastructure protection, transmission
reliability and operations, business continuity and security architecture
evaluation with Tri-State Generation and Transmission Association and
American Electric Power. Her area of expertise includes NERC Reliability
and Standards Compliance and NEI Cyber Security Controls, NIST Risk
Management Framework and Smart Grid Cyber Security and Consumer
Privacy Protection.
Ms. Wang received her Master’s degree of Information Science from the
University of Illinois at Urbana-Champaign. She is a Certified Competitive
Intelligence Professional.

STL Area ISA Training
Courses – Nov 2012
*to register go to
www.isa.org/training
Washington University
St. Louis, MO

January 2013
1/7/2013 - Overview of Grounding and Noise Reduction for Control
Equipment (TI21C)
Instructor: Robert Heider (registration now open)
MAVERICK Technologies
Columbia, IL

November 2012
11/26/2012 - Advanced System Programming Languages (IEC 6–1131- 3)
Utilized By PLC/PAC Systems (TC36P) - IL
Instructor: Conrad DeGrace

December 2012
12/03/2012 - Installing, Calibrating & Maintaining Electronic Instruments (TI25) –
IL Instructor: Lon Hemphill

February 2013
2/26/2013 – 2/28/2013 - Designing and Applying Model Based Control
Strategies(EC60) – Instructor: TBD

SECTION OFFICERS 2012-2013
Cory Kniepp
President
Alternate Delegate/Publications & Marketing Chair
Emerson
573-953-0811
President@isastl.org
Chip Westaby
Vice-President/President Elect/Membership Chair
Turner Designs Hydrocarbon Instruments, Inc.
559-253-1414
Vicepresident@isastl.org
Nick Erickson
Secretary
Mead O’Brien
314-423-5161
Secretary@isastl.org
Michael Unterreiner
Treasurer
Emerson
636-208-3545
Treasurer@isastl.org

Jeff Blair
Newsletter Editor/Program Chair
Invensys Operations Management—Foxboro
618-407-6982
Programming@isastl.org
Brian Nixon
Golf Outing
Mead O’Brien
314-423-5161
Golf@isastl.org
Jim Ramming
Honors & Awards
314-596-2020
Honors_awards@isastl.org
Tom Glauber
Past President
Clark, Richardson & Biskup
314-997-1515
Pastpresident@isastl.org
NEW UPDATED MAILING ADDRESS

Jeff Gamber
Delegate/Section-Division Liaison/Webmaster
Clark, Richardson & Biskup
314-997-1515
Webmaster@isastl.org

ISA St. Louis Section
PO Box 753
Maryville, IL 62062

OPEN
Assistant Membership Chair
Membership@isastl.org

The 56th Annual ISA POWID Symposium will be held in
Orlando, Florida 2–7 June 2013 at the Rosen
Centre Hotel. The POWID Symposium is the largest conference dedicated to automation, control systems
and instrumentation in the power generation industry. The
Symposium Program Committee is soliciting
abstracts for full papers and for presentations.
For more information visit:
http://www.isa.org/~powid/
And Linkedin.com search for
“ISA Power”

VOLUNTEERS WANTED
FOR APRIL 2013 ROUNDTABLE PROGRAM
TWO OPPORTUNITIES:
 Online Instrumentation Configurators
 Temperature Technology Basics
CONTACT: Programming@isastl.org FOR INFO

